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Abstract—We consider the effects of spectrum sensing errors  In this paper we consider the effects of spectrum sensing
on the performance of cognitive radio networks from a queueig  errors on the performance of cognitive radio networks. @hil

theory point of view. In order to alleviate the negative eff€ts ha jssye of spectrum sensing errors has been investigated
of those errors, a novel design of spectrum access mechanism

is proposed. This design is based on the observation that, ia at the physical Iaye_r [1.0]’ (11], [12], [13], [14]3 cognigv
binary hypothesis testing problem, the value of the test stistic Multiple access design in the presence of sensing errors has
can be used as a confidence measure for the test outcome. Thigeceived little attention. To mitigate the negative impaétt

value is hence used to specify a channel access probabilityrf sensing errors, we propose a novel spectrum access maohanis
the secondary network. The access probabilities as a funcin and make the following contribution

of the sensing metric are obtained via solving an optimizatin . . . . .
problem designed to maximize the secondary service rate gn Our de_S|gn '_S based on the observation that, in a t_"”ary
a constraint on primary queue stability. The problem is show hypothesis testing problem, the value of the test stattsiic

to be convex and, hence, the global optimum can be obtained be used as a measure of detection reliability. The further th
efficiently. Numerical results reveal a significant performance vyalye of the test statistic is from the decision threshdie, t

improvement in the maximum stable throughput of both primary 516 confident we are that the decision is correct. Thergfore
and secondary networks over the conventional technique of . . .
making a hard binary decision and then transmitting with a instead of using the hard decisions of the spectrum sensor to

certain probability if the primary is sensed to be inactive. decide whether to access the channel or not, a secondary user
can have different access probabilities for different ealof
I. INTRODUCTION the test statistic. For instance, the access probability bz

higher for the values of the test statistic further away from

Cognitive radio technology prescribes the coexistence tfe decision threshold, and vice versa. Using this teclmiqu
licensed (or primary) and unlicensed (secondary or cogiti one can significantly reduce the probability of collisiorttwi
radio nodes on the same bandwidth. While the first group pggimary users and also the probability of overlooking speat
allowed to access the spectrum at any time, the second segfgortunities. This is reflected in a stable throughput fothb
opportunities for transmission by exploiting the idle pels the primary and secondary networks that considerably escee
of primary nodes. In [1] and [2] the cognitive radio probthat obtained via the hard-sensing conventional scheme-of d
lem is investigated from an information-theoretic staridpo termining whether the primary is active or not and transnjtt
where the cognitive transmitter is assumed to transmit et twith a certain probability in the case of inactivity. The ass
same time and on the same bandwidth of the primary linrobabilities as a function of the sensing metric are olethin
Centralized and decentralized protocols at the media accef maximizing the secondary service rate given a congtrain
control (MAC) layer aiming at minimizing secondary nodesn primary queue stability. The optimization problem iswgho
interference with primary transmissions have been stuifiedto be convex and, hence, can be solved efficiently [15].
[3] and [4] by modeling the radio channel as either busy ®ote that the idea of “soft” sensing was introduced in [16].
available according to a Markov chain. The question of howowever, the focus was physical layer power adaptation to
to efficiently and fairly share the spectrum among multipl;maximize the capacity of the secondary link.
dissimilar users has been addressed from a game theoretiThe rest of the paper is organized as follows. We provide
viewpoint in [5], [6]. the system model and discuss spectrum sensing in Sections Il

Spectrum sensing is an essential functionality of cogaitiand Ill, respectively. Our proposed spectrum access tqakni
radios. In general, spectrum sensing techniques can bs&-clais presented in Section IV, whereas some numerical resudts a
fied into three categories: energy detection [7], matcheef fil provided in Section V. Section VI concludes the paper.
coherent detection [8], and cyclostationary feature digtec
[9]. While these classic signal detection techniques ark we
known, detecting primary transmitters in a dynamic wireles The uplink of a TDMA cellular network is considered
environment with noise uncertainty, shadowing, and fadsngas the primary network. It consists d¥/, source nodes
a challenging problem as articulated in [10]. numbered1,2, ..., M, communicating with a base station

Il. SYSTEM MODEL



(BS). A secondary network, consisting bf; nodes numbered
1,2,..., My, tries to exploit the unutilized channel resources
to communicate their own data packets using slotted ALOHA
as their multiple access protocol. La#, = {1,2,...,M,}
denote the set of primary nodes, and, = {1,2,..., M}
denote the set of secondary nodes.

Secondary users independently exploit instantaneous spec
trum opportunities in the channel (in the form of idle time
slots). At the beginning of each time slot, secondary nodes
sense the medium to detect its state. Based on the sensing
outcomes, the secondary user decides whether to access the
channel or not. At the end of the slot, the receiver acknowl-
edges each successful transmission.

Fig. 1. Network queueing and channel model

A. Channel Model

The wireless channel between a given node and its destina-d , ) d theith d de’
tion is modeled as a Rayleigh flat fading channel with adelitiy'09€ S queudi € M,), and the;™ secondary node’s queue

white Gaussian noise. The signal received at a receiving n&(? < Msh) are B;_rnoulél /\r?ndom va_rlallolesH Lid frohm slot to
j from a transmitting node at timet¢ can be modeled as slot with meanA,, and A, respectively. Hence, the vector

A = [/\11,,...,)\ﬁlp,)\;,...,Ag‘ls] denotes the average arrival

yi; =\ Gipy; hiji +nj, (1) rates. Arrival processes are assumed to be independent from
) ) one node to another.

whereG; is the transmit power, assumed to be the same forpinary ysers access the channel by dividing the channel

all nodes, p;; denotes the distance between the two nodegqq rces, time in this case, among them: hence, each node is

~ is the path loss exponent, amijj is the channel fading allocated a fraction of the time. L&, = [w}, w? _._7w£ffp]

.. . . . . p)p?
coeff!c!ent between nodes and_j at time ¢. The C*?a””?' enote a resource-sharing vector, Whe};ez 0 is the fraction
coefficients are modeled as independently and identica,

distributed (i.i.d ircularl ) | Y time allocated to node e M,, or it can represent the
istributed (i.i.d) zero mean, circularly symmetric comp probability that node is allocated the whole time slot [17].

Gaussian random yanablgs with unit variance. The tefm Th%e set of all feasible resource-sharing vectors is specéfse
denotes the transmitted signal which has an average poweg G\ <

unity, and is assumed to be drawn from a constant modulus
constellation with zero mean (M-ary PSK for instance). The

noise termsn! are modeled as i.i.d additive white complex/ » = | ©p = (wp,wpy oy wp?) € REMr Z w, <13,
Gaussian processes with zero mean and varidngeSince iEM,
the arrivals, the channel gains, and the additive noisegsisms 3)

are all assumed stationary, we can drop the indexthout . . . .
loss of generality. y : whereR*M> is the set ofM,, dimensional vectors with real,
Success and failure of packet reception is characterized rﬂ)(gp-negatwe elements.

outage events and outage probabilities. The outage pidpabi In a cc_)mmunlcatlon network, the stability of the netqurks
is defined as the probability that the Signal to Noise Rat ueues is a fundamental performance measure. Stability can

(SNR) at the receiver is less than a given SNR threskold e loosely defined as having a certain quantity of interest ke

For the channel model in (1) the probability of outage can % unded. In our case, we are |ntereste_d N the queue o b_em
written as, ounded. For an irreducible and aperiodic Markov chain with

countable number of states, the chain is stable if and only if
pout _ p, {| e [2< (NorJ; } S exp (_ <No7°z7j> there is a positive probability for every queue of being gmpt
1] 1,

IEl - IEl i.e., limy . P{Q;(t) = 0} > 0. (For a rigorous definition
(2) of stability under more general scenarios see [18] and [19])
Furthermore, we assume that whenever there is a collisiBA arrival rate vector\ = [\, ..., \,"*] is said to be stable if
between a primary transmission and a secondary transmjssibere exists a resource sharing vedy € f,, such that all
or between two or more secondary transmissions, all tHe queues are stable.

packets involved are lost. If the arrival and service processes of a queueing system
] are strictly stationary, then one can apply Loynes’s theore
B. Queueing Model to check for stability conditions [20]. This theorem statiest

Each node in the primary or secondary networks has drthe arrival process and the service process of a queueing
infinite buffer for storing fixed length packets (see Fig. 1kystem are strictly stationary, and the average arriva isat
The channel is slotted in time and a slot duration equdkss than the average service rate, then the queue is stable,
the packet transmission time. The arrivals at teprimary otherwise it is unstable.



It is important to note that, in the sequel, we assume that 1

. . /17
all M, primary users have the same arrival ratg and all oo} ]
M, secondary users have the same arrival AateMoreover, 08 :
all primary users share the same channel statistics, and all oy )
secondary users share the same channel statistics. Tkiz is, o '
channels of each network are symmetric. il

0.4f e
I1l. SPECTRUMSENSING 0sl ,
In our study of the effect of sensing errors on cognitive ra- o2 e
dios performance, and in our proposed joint design teclmiqu onf e
we adopt the non-coherent energy detection technique becau % 02 04 o6 o8 1

Ivii? X 10"

of its simplicity and versatility. Detection of the preseraf the

th Ari ‘th
" primary user by th@ Secondary user can be formUIate(riig. 2. CDF of the decision statistic under both hypothe3é® vertical

as a binary hypothesis test as follows, line marks the position of the decision threshold.
Ho : yf] =mn;
Hi:yl, = /Gip;ﬂhﬁjxi +n,. (4) Wwhich can be simplified to
The null hypothesiﬁo_ represents the_ absence of the primary , M 7 —log g—‘%
user, hence a transmission opportunity for the seconday us llyi||° = T _1 " (8)
And the alternative hypothesi¥; represents a transmitting N
primary user. From (8), the spectrum sensing problem has been reduced

The performance of the spectrum sensor is characteriagt simple comparison of the received signal enéfgy||? to
by the two types of errors and their probabilities, (i) falsg threshold;. The optimum threshold could then be calculated
alarms having probability, (ii) and missed detections havingthrough the constraint on the false alarm probability. Wt fir

probability 3, note that, from the received signal model of (L] is
a = Pr{decide’H; [H, is true}, (5) exponentially distributed with parametetg20f and 1/203,
N . . under H, and H,, respectively. Therefore, the false alarm
B = Pr{decideH,|H; is true}. (6) probability is
A false alarm occurs when an idle channel is erroneously e
detected as busy, thereby depriving the secondary users fro a = Pr{||y;;||* > n|Ho} =e 7. 9)

a possible transmission opportunity. On the other hand,
miss event, where a secondary user fails to detect prim
activity, results in a collision between primary and secmyd
transmissions and a degradation in the performance of the 2 B
primary system. With thge assumption thgt secondary users B = Pllysl[” < nfHa} =1 e ' (10)

do not have prior knowledge of primary activity patternsg thit is noted that in the design above, the spectrum sensor
probability of misdetectiord could be minimized subject to operates on a single sample of the received signal. Incrgasi
the constraint that the probability of false alarm is no ¢éarg the number of samples certainly increases sensing refiabil
than a given value: using the optimal Neyman-Pearson (N-PHowever, we limit ourselves to this design for the purpose of

detector [8]. mathematical simplicity and without loss of generality.
It follows from the received signal model of (1) that under

hypothesisH, the received signaj;; is a complex Gaussian

é:r?om whichn = —20Zlog(c). Finally, the probability of
Misdetection is

o2 log(a)

IV. PROPOSEDSPECTRUMACCESSMECHANISM

random variable with zero mean and variangg = Ny, In a listen-before-talk cognitive radio network, secordar
and under hypothesiq;, y;; is a complex Gaussian randonrmodes’ channel access decisions are solely based on the
variable with zero mean and variance outcomes of the spectrum sensing phase. Occurrence o error

in spectrum sensing is inevitable, and results in eithersa lo
o _ _ transmission opportunity or a collision as explained abdwee
Therefore, the likelihood ratio test for the optlmal N-Peaistor overcome the negative effects of Spectrum Sensing errats an

0'% = Gzp;’y —|— NQ.

can be written as follows, for the secondary users to have better channel accessategisi
) ”LOJQE it is necessary to find a method with which they can assess the
Alysy) = Pr{yi;|H1} _ oz reliability of the spectrum sensor othComes. Here we prepos
! Pr{y:j|Ho} ) _ v 12 the use of the decision statlstltyps|_|_ used by the energy
703 70 detector as a measure for the reliability of the spectrursaen
2o 2|:L,L} Hy decisions.
= U—ge liall| 22 =23 z 1, (7) The reasoning behind the use of the value of the decision

o1 Ho statistic is that under hypothesig,, the value of||y,s||* has



To solve the optimization problem of (11), we start by
—— ] calculating the average primary and secondary services,rate
o 4@, 1 Iy P Hp andps, respectively, under the proposed secondary access
scheme. First we note that because of collisions between
Fig. 3. Division of the intervall0,n] into subintervals and the associatedpnmary and Secondary transr_nlssmn,_ the group of prlma(y an
access probabilities. secondary queues form an interacting system of queues. In
other words, the service rate of a given queue is dependent
on the state of all other queues, whether they are empty or
a much higher probability of being closer to zero and far awanyot. Studying the stability conditions for interacting ges
from the threshold, as can be seen in Fig. 2 depicting the Ci¥a difficult problem that has been addressed for ALOHA
of ||y,s||> under both hypotheses. Therefore, the lower treystems [19], [21] [22]. The concept of dominant systems
value of||y,s||?, the more likely hypothesii, is true, and the was introduced and employed in [19] to help find bounds on
more reliable the decision is. On the other hand, as the valhe stability region of ALOHA with collision channel. The
of the decision statistic approaches the decision thrdsh@ dominant system in [19] was defined by allowing a set of
more or less equally likely that it is resulting from eithereo terminals with no packets to transmit to continue transngtt
of the hypotheses. Therefore, the closer the valugigf||? dummy packets. In this manner, the queues in the dominant
is to the decision threshold, the less reliable the outcofme system stochastically dominate the queues in the original
the spectrum sensor is. system. Or in other words, with the same initial conditions
In order to exploit the reliability measure establishedvabo for queue sizes in both the original and dominant systenes, th
in taking channel access decisions, we propose the follpwigueue sizes in the dominant system are not smaller than those
scheme for channel access: in the original system.

« The interval[0, 5] is divided inton subintervals as shown 10 study the stability of the interacting system of queues
in Fig. 3. consisting of primary and secondary nodes’ queues, we make

« For each subinterval € [1,n], assign an access probalS€ of the dominant system approach to decouple the inter-
bility a;. action between queues. We define the dominant system as

« Whenever the decision statistic falls in ti#& interval, follows:
secondary user will access the channel with the associated Arrivals at each gqueue in the dominant system are the

access probability. same as in the original system.
« In the case whet|y,s||> > 7, secondary user does not « Time slots assigned to primary notle M, are identical
access the channel. in both systems.
This scheme enables us to have higher access probabiliies The outcomes of the “coin tossing” (that determines
for the subintervals closer to zero, since in these subiater transmission attempts of relay and secondary nodes) in
there is a very low probability of colliding with primary ina- every slot are the same.

missions. Moreover, lower access probabilities are assign ~ * Channel realizations for both systems are identical.

the subintervals close to the decision threshold wherestlser * The noise terms generated at the receiving ends of both

a higher risk of collisions. It should be noted that under the ~Systems are identical.

proposed scheme, the decision threshplis not necessarily ~* N the dominant system, secondary nodes attempt to

chosen according to the Neyman-Pearson detector design.  ransmit dummy packets when their queues are empty.
In this work we consider the stability of both primary Under this dominant system, the service process ofithe

and secondary networks’ queues as our main measurepgfary user can be defined as follows,

performance and design criteria. The cognitive princifde i _ -
based on the idea that the presence of the secondary system Y= [Ai oL N {Bﬂps} ], (12)
should be “transparent” to the primary, and since we are leM,

interested in the stable throughput of primary and secondqjnere A* denotes the event that slois assigned to primary
networks, we define the secondary system “transparency”l%%ri’ Ozt. denotes the event that thi& primary node link to
not affecting primary stability. In other words, for a giveta- s gestination is not in outageés is the event of a missed
ble primary system with arrival ratk,, the secondary activity getection, andP, is the event that a secondary node has
is considered transparent if the primary system maintd®s ermission to transmit. The joint event of misdetection and
stability during the operation of the secondary system. OHErmission for channel access has a probability

main design criterion for secondary access is to maximize se

ondary throughput under the constraint that primary stsbil Pr{BﬂPS} =pl = Z pra;, (13)

is not affected. This design criteria can be formulated &s th i€[1,n]

following constrained optimization problem

whereq; is the access probability associated with subinterval

max 15, Subject tod, < ji,. (11) (see Fig. 3), ang; is the probability that the value ofy,,||*
a;,i€[1,n] falls in thei® subinterval when hypothesig, is true (primary



user exists in the channel), which from the signal model of 007

(1) is given by ool
(7’ _ 1)77 7’77 0.05—2”'— \\‘s
p% = exp <— D) 3 —exp | — 3 . (14) O\
noy 2noj out] 2
Similarly, we define the probability that a secondary user < ol ”a:
accesses the channel when hypothégjsis true as
pg = Z szaiv (15) 0.01F \\\~
i€[1,n] TR
00 0})2 0. 64 0. 66 0.68 0‘1 0. ‘12 0. l14 0.16
where -
p? = exp (_ (127—1012)77) —exp (_ 2277 2) . (16) Fig. 4. Comparison between the joint design and the N-P desig
0 0

Therefore, the average primary service rate is given by

¥ term 1 — ¢ (1 - pTa) ™" with ¢ = A, M,/ (1= P5;), ais a
L= P column vector with elements;, p is a column vector op;},

d
Hp = ML =1 - Z leai ) (17) andT denotes matrix transposition. We form the function
P

i€[1,n]
_ _ T~ T, M

where Py, is the outage probability of the link between any g(t) =log (1 ¢ (1 pra—tp U) ) (20)
primary node and its destination. wheret is a scalar parametet, belongs to the domain of
_ For a secondary user to gain uncontested access to an {flle problem, and is a vector such that + v also belongs
time slot, it should correctly identify the slot as idle an@va  to the domain of the problem. The domain is specified by the
access permission. At the same time for all other second:ﬂ%quamy constraint of the optimization problem (11) dhelt
users not to access that slot, they either do not have accgss;, <1 v;.

permission or they detect the time slot as busy. Therefbee, t According to the aforementioned property of convex func-
service process of the!” secondary user can be modeled afons, if ¢(t) is proved to be concave with respect to

M\ d, hence, its negative would be convex), then the functio
v = AN (@i =0} oL, NAN P (an )
k l; [ i m (@ }m kd ﬂ ﬂ log (1 —e(1—pTa) MS) is concave with respect to afl;.
_ The concavity ofy (t) can be easily proven via differentiating
ﬂ {AU PS} }’ (18)  twice and examining the sign of the second derivative, which
leM\k is given by

where A is the event of false alarm, and)! = 0} denotes
the event that thé'" primary node’s queue is empty, i.e., the ..
node has no packet to transmit. According to Little’s theore T 7, \Ma+1 T~ .32
[23], the probability of the queue being empty(iis— A, /). {(1 pra—tptv) cd—pla—tp v)}
The average secondary service rate is then given by Since the queueing stability conditiony, < s, re-
quires that e < (1—pla— tpTv)MS, then ¢ <

— |- (Mg +1)(1—pTa— tpTU)MS. Consequentlyg (t) is nega-
(1 — P;d) (1 — e p}ai) ’ tive andlog (1 —e(1 —pTa)_Ms) is concave.

Ms—1

eM, (pTU)2 [6 - (M, +1)(1—pTa— tpTv)MS]

ApMp

V. RESULTS ANDDISCUSSIONS

o 0 0
(1= Fa) Z it 1= Z pit (19) Here we compare the performance of the proposed joint
ieftnd ieftnl design of spectrum sensing and channel access mechanisms
Fortunately, the optimization problem of (11) using (17@anwith the conventional approach based on the Neyman-Pearson
(19) can be converted to a convex program. The globddtector design. We consider a system with, = 4 pri-
optimum of convex optimization problems can efficiently benary users and/; = 2 secondary users. Distance between
obtained via standard numerical techniques [15]. primary users and their destination is setl@m, distance
The convexity of problem (11) given (17) and (19) cabetween secondary users and their destination is HISm,
be shown by taking the logarithm, which is a monotoniand distance between primary and secondary uset50is.
function, of both the objective function and the constrainENR threshold i25dB, transmit power isSl00mW, path loss
and applying the rule that a function is convex if and onlgxponenty = 3.7, and Ny = 1011
if it is convex when restricted to any line that intersects it Fig. 4 illustrates the stability regions for the ideal casthw
domain [15]. Due to space limits, we consider here only the sensing errors, the N-P based detector, and our joingmlesi



primary and secondary networks.
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